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1. Discussion of conclusions
The use of solutions based on (serving) network public keys – for all issues, not just privacy, and whether using traditional PKI or identity or attribute based – needs to be considered as a whole, and a decision taken about whether or not to proceed.  There are multiple potential benefits, with solutions making use of network public keys in clauses 2, 3, 4 and 7.  But clearly there are challenges in doing it properly, whatever type of public key approach is taken.

If serving network public keys are going to be used at all, then it makes sense to use them for privacy (as per solution #7.2), encrypting identifiers sent from UE to serving network.

If serving network public keys are NOT going to be used, then a solution like #7.3, where the permanent identifier is encrypted all the way through to the home network, seems most robust.  For the sake of LI, the permanent identifier may need to be sent from home network to visited network (solution #7.7).  We do not believe that this creates an LI “non-assistance requirement” problem (if SA3-LI thinks otherwise, it should say so).  Further study is needed on DoS risks and mitigations in solution #7.3.
If we don’t use serving network public keys then #7.8 and #7.9 provide less comprehensive protection than #7.3.  (If a serious problem were identified with #7.3, though, then they are better than nothing – and #7.9 is better than #7.8 because of the way that it ties the Diffie-Hellman output into the session key.)

Measures to protect against lax visited network policy: we believe that #7.1, #7.13 and #7.16 could all usefully be adopted.  If a really powerful instantiation of #7.13 is adopted then #7.1 may not be needed.
The hash challenge idea from #7.10 should be considered when other details of the solution are decided.  Rather than having the use of this mechanism and the number of challenges fixed, we propose that this should be broadcast by the network, so that it can be tuned based on real risk (are people trying to do these DoS attacks?).  Note that there would need to be an upper limit on the possible size of the hash challenge, to prevent a false network creating DoS on UEs by setting them impossibly long problems.
2. Text proposal for conclusions of clause 7

*** START OF CHANGE
5.7.6
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
Editor's note: In the final version of the conclusion, i.e. when closing the TR, all solution proposals should be considered and the opinions as expressed by the following subsections need to be merged.
5.7.6.1 Conclusions as proposed as in S3-171498

The use of solutions based on (serving) network public keys – for all issues, not just privacy, and whether using traditional PKI or identity or attribute based – needs to be considered as a whole, and a decision taken about whether or not to proceed.  There are multiple potential benefits, with solutions making use of network public keys in clauses 2, 3, 4 and 7.  But clearly there are challenges in doing it properly, whatever type of public key approach is taken.

If serving network public keys are going to be used at all, then it makes sense to use them for privacy (as per solution #7.2), encrypting identifiers sent from UE to serving network. 

New public-key based approaches, such as the one described in solution #7.14, could also be taken into consideration, since they do not require a traditional PKI with public-key certificates and use only one public key independently of which serving network the UE attaches to.  In #7.14, the key generation and distribution functions implementation can be fully distributed between the participating networks.

If serving network public keys are NOT going to be used, then:

-
A solution like #7.3, where the permanent identifier is encrypted all the way through to the home network, seems most robust (although the possible DoS risk, from an attacker making an HSS decrypt lots of fake IMSIs, may need further analysis).

-
For the sake of LI, the permanent identifier may need to be sent from home network to visited network (solution #7.7), and also sent in encrypted NAS signalling from UE to visited network (a feature of solution #2.12).

-
Solutions #7.8 and #7.9 provide less comprehensive protection than #7.3.  (If a serious problem were identified with #7.3, though, then they are better than nothing – and #7.9 is better than #7.8 because of the way that it ties the Diffie-Hellman output into the session key.)

-
Alternatively, the solution #7.14 could also be taken into consideration, since it permits the serving network to decrypt and fully satisfies the LI requirement, while not requiring a traditional PKI and public keys depending on the serving network. Also, it encrypts the full IMSI, which is better for subscriber privacy.
Measures to protect against lax visited network policy: Solutions #7.1, #7.13 and #7.16 could all usefully be adopted.  If a really powerful instantiation of #7.13 is adopted then #7.1 may not be needed.

The hash challenge idea from Solution #7.10 should be considered when other details of the solution are decided.  Rather than having the use of this mechanism and the number of challenges fixed, this should be broadcast by the network, so that it can be tuned based on real risk (are people trying to carry out these DoS attacks?).  Note that there would need to be an upper limit on the possible size of the hash challenge, to prevent a false network creating DoS on UEs by setting them impossibly long problems.

Editor’s note: The hash challenge proposal mentioned in the previous paragraph should be pulled out as a separate solution.
5.7.6.2 Conclusions as proposed in S3-171141

One aspect that is not considered by any of the described solutions is the risk of bidding down attacks to LTE: If an attacker sets up a fake base station and then attracts 5G UEs to LTE, IMSI could be revealed in clear-text.

Thus, it needs to be carefully evaluated, whether the additional effort to hide IMSI for 5G only is justified, if it is possible to bid down the 5G UEs to use LTE. To that end, it is worth noting that both UMTS and LTE are threatened by the co-existence of GSM/GPRS (with or without bidding down, e.g., using A5/3 most probably will soon be weak security). Yet, tremendous efforts (much larger than IMSI encryption as such) were spent to improve UMTS and LTE. Assuming that there was a possibility of bidding down attack, it is only fair to accept the compromise and still introduce IMSI privacy in 5G. In future 6G/7G or when LTE deployment phases out, the problem will get completely solved. Note that if IMSI was hidden already in LTE, then today this issue would not need discussion. A counter view on this could be that it might take decades until we have only 5G or newer generation systems. But, if each generation system is let to pass without IMSI privacy, it means that “complete” IMSI privacy is delayed by another decade, then another decade, and so on.  In the extension, no future generation will ever become able to hide IMSI. It would, then, be necessary to re-think why we are trying to do any enhancement to LTE security at all for 5G. Further, from technical point of view, there are possibilities of addressing this issue, e.g.:
-
Bidding down attack does not work on UEs configured to use only 5G. 

-
Bidding down attack using unauthenticated redirects can be solved by requiring the redirects to be done in protected message (same as is being initiated in LTE).

Bidding down attack using radio jamming the 5G frequencies may or may not be able to force the UE to reveal IMSI (if there is some sort of combined attach and the UE uses GUTI).
-
Some kind of visibility to users (e.g., displaying a warning icon) or confirmation from users (e.g., requiring users to accept a warning popup) are also potential ways of addressing the problem.
5.7.6.3 Conclusions as proposed in S3-171335
This clause is a comparison between HN public key and HN shared key solutions.
1) Identity privacy based on a shared key between the NG-UE and the network (i.e., AUSF) (solution #7.4 and #7.12)

NOTE: The network and the AUSF hereafter refer to those of the home network.

Identity privacy in an authentication procedure would be achieved by using a one-time identifier for each authentication. 

In case of a one-time authentication identifier being used, the identifier shall be provisioned to the NG-UE in a secure manner or be derived by NG-UE and AUSF based on a common derivation function and secret information known only to the NG-UE and AUSF. Provisioning of the identifier can be done during the authentication procedure where the NG-UE and the AUSF exchange messages with each other based on the shared secret. Specifically, the AUSF generates an identifier that would be used for the next authentication, encrypts the identifier using the shared key, and provides the encrypted identifier to the NG-UE. The only additional step required for this procedure is to have the NG-UE confirm the provisioning of the identifier to the AUSF so that the AUSF avoids generating a new authentication identifier in response to false authentication requests that would lead to desynchronization of the authentication identifier between the NG-UE and the AUSF. The pseudonym based approach has higher scalability and protocol complexity issues than HN public key based solutions. The additional management of pseudonyms related to updating of pseudonyms and avoiding collisions when generating new pseudonyms in the home network database is high.
2) Identity privacy based on a public key of the network (solution #7.2 and #7.3)

If the authentication identity is encypted using the public key of the AUSF (or that of the home network), the identity can only be decrypted by the AUSF (or the home network) who owns the associated private key. The public key based approach has an advantage over the shared key based one in terms of scalability and protocol simplicity. However, this requires that all NG-UEs need to be provisioned with the public key of the AUSF. This may be a quite a challenge and has not been addressed by the proposed solutions that use public key. Even assuming that this challenge can be overcome, the public key based approach entails many issues related to the public key based crypto system. 

· The message size for the identity is substantially big, i.e., at least as big as the size of the public key (overall impact depends on the type of public key used). Hence, the authentication would consume radio resource and network bandwidth at the serving network and the home network. The increased comsuption of radio can be more easily exploited by attackers to overload the network, especially leveraging the unauthenticated attach procedures.

· The computational overhead of asymmetric crypto at the AUSF is relatively high. This would make the AUSF become a target of denial of service attacks more easily, thus making AUSF vulnerable to overload. 

· The public key based approach requires incorporating additional random/nonce information into the encryption process to ensure that the encrypted identity is different each time and this adds additional overhead. 

· The network needs to have a revocation mechanism of the AUSF public key (or certificate) in NG-UEs to deal with any private key compromises. None of the proposed solutions that use asymmetric crypto address how recovaction will be handled.

· The public key based identity privacy protection schemes may be c
hallenging to low-power, narrow band IoT devices. It would be preferred to have an identity privacy mechanism that has low computational and resource overhead that can be used for all types of devices, such as the shared key based approaches.

Conclusion:  It is clear that both public key based and shared key based solution have their own pros and cons. Also, both solutions can go out-of-sync that would require the triggering a recovery procedure, e.g. if the UE has the incorrect public key, then it cannot get access by sending its IMSI encrypted with the public key. Such a recovery mechanism may well require a UE to send its IMSI in the clear to get access (presumably after asking the user for permission), If such a recovery mechanism is used, then an attacker may well be able to force the use of the recovery and negate the value of a privacy procedure against active attacks. The solution #7.4 addressed the typical out-of-sync issue via a protocol based on the shared key, which evidences that a simple solution, i.e. a symmetric key one, is able to overcome the out-of-sync issue. Note the counter desync issue (i.e., between SQNMS and SQNHE) in UMTS and LTE USIM is resolved based on a shared key based sync method
.
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